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The solution must be deployable in a production 1.1
on-premises/on-premises

Private Cloud/Public cloud/Public-Private Hybrid
Cloud environments.

For the proposed Solution, The Simulation agent 1.2
should be compatible on

Windows, Linux (All flavours including but not
limited to Ubuntu, RHEL, Cent

0S), MAC OS etc.

The solution must support proxy communications 1.3
to the Internet. Simulation Agents installed must
support proxy communications to the Breach &
Attack simulation solution’s cloud platform
counterpart.

For the proposed solution, Agents will be .1.4
installed on minimum set of endpoints.
Considering mentioned setup supplier should be




able to run and provide all required use
cases/simulations effectively

The solution must be easily and automatically
updated either from the server itself or via
manual updates

.1.5

For the proposed Solution, All installed
agents/simulators should have capability to run
assessments/simulations as local user privilege

and/or admin user privilege

1.6

For the proposed solution, If cloud based then all
data collected/processed should be secure in

vendors cloud instance.

1.7

The solution must directly integrate with
common commercial SIEM solutions — including

Qradar and Demisto

.1.8

The solution must directly integrate with
common commercial endpoint security controls

including Mcafee and Microsoft ATP

1.9

The solution must validate network security

control effectiveness.

.1.10

The solution must include support for the POP3,
IMAP, and SMTP email protocols with SSL and
TLS.
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The solution should have technical integrations
available for specific vendors where applicable
(e.g. SIEMs, ITSM's, ticketing systems,
Vulnerability assessment tools, log management,
Firewalls, SOAR, automation/orchestration,
analytics platforms, threat intelligence platforms,

etc.)

1.12

For the proposed solution, The Supplier shall
describe/provide assurance that when the

customer deletes data, the data is completely

.1.13




gone and not resident anywhere on the supplier

infrastructure within the solution.

NOIYNI MNYINI DIYNNYN DN

For the proposed solution, The Supplier should
ensure access to sensitive information is
restricted to only personnel with a need to know
basis with Granular User Role management

.1.14

The solution must include discrete privileged and
user account levels with specific permissions for
each (e.g. RBAC)

.1.15

The Solution should have Multi-Factor
Authentication to access Platform And access list
for any computer

.1.16

The solution must include basic user policy
controls for account access and password
management

1.17

The proposed solution should respond with a
generic error message regardless of whether the
user ID or password was incorrect. The message

should give no indication of the status of an
existing account

.1.18

The solution must generate an audit log of all
operations including individual user actions

.1.19

The Supplier should ensure passwords for
services shall not be displayed during
authentication nor stored in an unencrypted form

.1.20

The Supplier proposed solution should secure
audit logs from tampering.

.1.21

Use Cases

Solution should have Ability to simulate breach
methods across the complete cyber-attack kil
chain including NIST, MITRE att&ck complete
framework (e.g., infiltration, exfiltration etc)

.1.22

The solution should include attacks simulations
relevant to information technology targets,
FinTech Targets, BFSI Targets, NBFC Targets

.1.23

The solution must include library of attacks that
exploit common application vulnerabilities &
Weaponize Known CVE's.The solution must be
able to Represent Vulnerability Risk scores (Low,
Medium, High, Critical) based on proven
cybersecurity risk assessment models. (e.g.
DREAD, CVSSV3, NIST)

.1.24




Solution must provide time-stamp of the attack
across multiple geographies for all attack vectors
for correlation & Validation.

.1.25

Solution should have Ability to test data loss
prevention (DLP) implementation, methodology,
and configuration along with other exfiltration
techniques to test outbound flows of data to
ensure protection of critical information

.1.26

Solution should have Ability to simulate
Infiltration techniques for breaching a network or
infecting a host - Via Email, Web & WAF.

.1.27

Solution should have Ability to simulate Machine-
based attacks - known vulnerabilities on internet-
facing systems, misconfiguration of network
perimeter controls, exposed applications, etc

.1.28

Solution should have ability to conduct the
complete full kill chain of the attack. That is end
to end attack execution from pre exploitation
stage to exploitation to post exploitation.

.1.29

Solution should have Ability to test attacker
lateral movement through a single machine (once
successfully within a network) - e.g., brute force
or pass-thehash techniques to steal credentials
for sensitive servers, moving across network
segments in search for valuable data

.1.30

Solution should support Ransomware simulations
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Solution should support Email security
assessment (improper configuration or
implementation of email filters)

.1.32

Solution should support Endpoint Assessment -
test security state of endpoints by
comprehensively testing: automated behavioral
detection (EDR), signature-based detection (anti-
virus), known vulnerabilities including Windows
patches.

.1.33

Solution should support Extracting credentials
from memory (Endpoint privilege escalation test)

.1.34

Solution should support Executing local privilege
elevation exploits (Endpoint privilege escalation
test

.1.35

Solution should support Transfer and/or
execution of malware on a test system (Endpoint
malware download and execution test)

.1.36




Solution should support Access, connection, or
data transfer attempt (Network segmentation
test)

.1.37

Solution should support Data exfiltration
attempt, such as file upload (Network data loss
prevention (DLP test) on cloud drives (e.g. Gdrive,
onedrive, dropbox, slack etc.)

.1.38

Solution should support Access or data transfer
to a malicious site (Secure web gateway / proxy
test)

.1.39

Solution should support Proxy tests - HTTP/HTTPS
inbound/outbound exposure to malicious or
compromised websites (web malware, malicious
scripts)

.1.40

Solution should have Ability to deliver safe tests
with no chances of interfering with business
operations, and no user interference when
deployed on production assets

.1.41

Solution should have Ability to simulate breach
methods based on attacker profile (APT) and data
assets to be protected

.1.42

Solution should have Mechanism to identify
remediation options and recommendations,
prioritize severity of test findings and actionable
remediation for each security control.

.1.43

The Solution should provide POA (Proof of
acceptance) for manual assessments / simulation
along with Mitigation steps.

.1.44

Solution should Continuously simulate breach
methods to address changing risks, and track
security posture via risk trending and historical
reports.

.1.45

Solution should have Test Security Operations
Centre (SOC)rules by simulating a multi-vector
attack

.1.46

Solution should have Ability to create custom use
cases / simulations attacks according to client
requirement

.1.47

Solution should Test effectiveness of security
controls (real behaviour and outcome of controls)
- e.g., identify configuration errors or defect

.1.48

The solution should provide technology vendor-
specific remediation signatures and prioritization
as mitigation recommendations

.1.49




The Supplier proposed solution should have
capabilities to allow for the detection or
prevention of unauthorized modification of data.

.1.50

The Supplier should validate and measure the
detection and response capabilities of security
pipelines and detection analysts in the SOC

.1.51

The Supplier should verify SIEM alerts by
simulating malicious activity (injecting events into
a SIEM) to gauge whether it correlates them to
generate the right alert (Monitoring SIEM tests)

.1.52

The Supplier should address configuration,
segmentation or implementation errors
throughout the entire lifecycle of a security
product

.1.53

The Supplier should address configuration,
segmentation or implementation errors
throughout the entire lifecycle of a security
product

.1.54

The solution should supports Azure & AWS cloud
endpoints.

.1.55

The solution should support use cases specific to
Kubernetes, Docker, Container deployments

.1.56

Dashboards) mns

The solution must include graphical dashboards
of the results of security effectiveness validation

.1.57

The solution must include at least one graphical

dashboard that provides quantitative results by

numeric count and by percentage of attacks by
stage

.1.58

The solution dashboard must include summary
reporting and visual graphs of the results of
executed attacks

.1.59

The solution must include the ability to export
primary dashboards, reporting in PDF format

.1.60
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